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In case you develop programs for a third-party equipment integration, such
equipment may have proprietary protocols and you may be under nondisclosure obligations, preventing you to reveal the program code to end-users.
Therefore, we have implemented several program protection mechanisms.

Please, read the following carefully, or you can lock your
Bridge forever!

The protection is managed by the PASSWORD (string from 1 to 64 symbols long)
and PASSWORD_LEVEL (values from 0 to 15) settings.
Table 1. PASSWORD_LEVEL bits mapping
Bit #
Bit is set (1)
1 (LSB) Password
protection
is
enabled
2
Device's serial is used for
encryption
3
The program cannot be
downloaded from the Bridge
4
The Bridge can be reset using
the password only

Bit is cleared (0)
Password protection is disabled, all
other bits are ignored (will be set to 0)
Serial number is not used for
encryption
Encrypted
program
can
be
downloaded from the Bridge
The Bridge can be reset by user, the
program will be erased

To enable password protection, add the following lines to the program
(YDNB.CFG file):
PASSWORD=abc123
PASSWORD_LEVEL=1
and load YDNB.CFG file into the Bridge. On success, an encrypted copy of the
program will be saved in YDNBSAVE.CFG file.
PASSWORD_LEVEL will be saved in this file header as "Password level".
After that, this particular Bridge specimen will only accept YDNB.CFG files
encrypted with the password "abc123".
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Note that if the PASSWORD is empty in the user program, any
PASSWORD_LEVEL will be ignored (treated as 0) and YDNBSAVE.CFG file will not
be encrypted.
You can re-sell Bridges with the user program protected from unauthorized
access or modification and you can distribute encrypted program updates to
your users:
 if bit 2 is set, you will need to generate individual programs tied to the
bridge serial number, this gives an opportunity to sell individual program
versions and prevent unauthorized distribution of programs;
 if bit 3 is set, it will be impossible to get YDNBSAVE.CFG file from the
Bridge at all — user can only change the program for another one (user
should check LED indication to confirm successful program upload);
 if bit 4 is set, the Bridge cannot be reset by user and Bridge can be used
only with your own programs.
For example, to employ "maximum protection" set all PASSWORD_LEVEL
bits to 1:
PASSWORD=abc123
PASSWORD_LEVEL=15

# (15 is 8+4+2+1, all bits are set)

After program upload generated YDNBSAVE.CFG will be encrypted, its header
will contain a message that the program is locked and cannot be downloaded.
Note that PASSWORD_LEVEL setting allows only to set protection bits (increase
the protection).
It will not clear protection bits which were already set earlier.
The only way to reset bits (decrease the protection) is to reset the Bridge along
with erasing the user program.
To reset the Bridge protection settings, load YDNB.CFG file with a special
comment:
# YD:RESET
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If bit 4 was set, a password is also required:
# YD:RESET abc123
To tie the program to a particular Bridge (by serial number), use
PASSWORD_SERIAL setting, it must contain the serial number (eight digits) of
the target Device.
This number will not be stored in encrypted YDNBSAVE.CFG file and will be used
for its generation only.
When bit 2 is not set in the PASSWORD_LEVEL, you can use any valid number in
PASSWORD_SERIAL (for example, 00000000), because the serial number will not
be used for encryption.
When bit 2 is set in the PASSWORD_LEVEL:
 if PASSWORD_SERIAL was not given, the Bridge will use its own serial
number to encrypt the YDNBSAVE.CFG file;
 if valid PASSWORD_SERIAL is given, PASSWORD and PASSWORD_LEVEL
will be reset after YDNBSAVE.CFG file generated, so you can make
encrypted programs without the burden to reset your Bridge after
generation of each encrypted program.
If encrypted program was generated with PASSWORD_LEVEL bits 1 and 2 set,
you can be sure that the program can be used with the target Bridge (serial)
only.
You can ask the end-user to send you a Bridge serial number and any password
he or she likes.
Then, you need to send back:
 YDNB.CFG with only end-user's PASSWORD and required
PASSWORD_LEVEL settings (at least bits 1 and 2 set).
 YDNB.CFG with encrypted program (generated using end-user's serial in
PASSWORD_SERIAL and user's password in PASSWORD)
Knowledge of the password allows end-user to reset the Bridge, but will not
allow decryption of the program.
4

Example of the encrypted program (YDNBSAVE.CFG file), note that
PASSWORD_LEVEL = 1 allows to download the program from the Bridge:
# Current configuration of Yacht Devices NMEA 2000 Bridge
# Firmware: 1.30 01/07/2019
# Serial: 00000000, Password level: 15

